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In 50 Words 
Or Less 
• Software products are 

more scrutinized today 
than ever because prob-
lems can be costly.  

• One pilot program used 
the ISO/IEC 25000 fam-
ily of standards as a 
framework to evaluate 
software product quality.

• The structure let devel-
opers address mainte-
nance issues, as well 
as product quality and 
issues related to devel-
opment processes.

Pilot program uses ISO/IEC 
25000 family to evaluate, 
improve and certify 
software products  

by Moisés Rodríguez, Mario Piattini 
and Carlos Manuel Fernández

at Software 
Quality



SOFTWARE QUALITY IS a key challenge for organiza-

tions because of its impact on final costs. At the same time, software 

quality can be a competitive differentiator an organization can offer 

to its customers. 

The importance of software quality is accentuated when you consider the 

losses organizations can incur when quality problems arise in software devel-

opment projects. In fact, only 39% of software projects finish on time with the 

planned resources and with acceptable quality, according to the Standish Group’s 

latest report “The CHAOS Manifesto.”1 See Figure 1 (p. 32). 

To highlight the importance of software quality, a laboratory in Spain per-

formed a pilot program to evaluate, improve and certify the quality of software 

products.

SOFTWARE QUALITY

September 2015  •  QP 31



QP  •  www.qualityprogress.com32

Software evaluation
Activities related to software quality have become in-

creasingly important, especially as more organizations 

outsource their software functions. This means client 

organizations must assess and monitor the quality of the 

products they receive from software development orga-

nizations. In turn, these software development organiza-

tions must have the necessary resources to ensure the 

products developed will meet client expectations.

Despite the proliferation of software quality process 

certifications (for example, ISO/IEC 15504 Informa-

tion technology—Process assessment and certifications 

from the Capability Maturity Model Integration Insti-

tute), there is little evidence conformance to process 

standards actually guarantees good products. In fact, 

critics suggest process standards guarantee only the uni-

formity of output and can possibly institutionalize the 

production of mediocre or bad products.2

The idea that software evaluations should be based 

on direct evidence about a product’s attributes rather 

than circumstantial evidence about processes used to 

build a product3 is becoming more widespread. An ever-

increasing number of organizations therefore are con-

cerned not only about the quality of the processes, but 

also the quality of the products they develop and acquire. 

This is because they may have serious quality problems 

after the product has been implanted into their servers.

The new ISO/IEC 25000 family of standards, also 

known as SQuaRE (Software Product Quality Require-

ments and Evaluation), appears to meet these needs. 

ISO/IEC 25000 aims to create a common framework to 

evaluate software product quality, replacing ISO/IEC 

9126 and ISO/IEC 14598 and becoming the cornerstone 

of this area of software engineering. 

ISO/IEC 25000 is composed of several parts: ISO/IEC 

250404 defines the process of evaluating software prod-

uct quality, and ISO/IEC 250105 determines the software 

product characteristics and subcharacteristics that can 

be evaluated (see Figure 2).

The Spanish Associa-

tion for Standardization 

and Certification (Aso-

ciación Española de Nor-

malización y Certificación, 

or AENOR), which is a 

member of the Internation-

al Certification Network 

(IQNet), in collaboration 

with Alarcos Quality Center (AQC), a spin-off of the Uni-

versity of Castilla-La Mancha, conducted the evaluation 

and certification pilot project using the new ISO/IEC 

25000 family of standards. 

AQC and AENOR are independent organizations. AQC 

is responsible for evaluating software product quality, 

thus permitting organizations to meet a quality level and 

improve their software products. AENOR, as an auditing 

entity, is responsible for certifying the software product 

in cases in which organizations, in addition to improving 

their products, wish to become certified. 

Initially, this pilot project mostly focused on the qual-

ity characteristic of maintainability because:

• Maintenance is one of the most expensive phases in 

the software life cycle and, in some cases, can reach 

up to 60% of costs.

• Maintainability is one of the features most frequently 

requested by software customers. It must be possible 

for customers to evolve software products they ac-

quire—either by themselves or via a third party.

• Maintenance work on products with little maintain-

ability is more likely to introduce new bugs into soft-

ware products.

The evaluation and certification based on this family 

of standards provides software development organiza-

tions and organizations that acquire such software a set 

of benefits, which are shown in Figure 3 (p. 34).

Five activities
For this project, it was first necessary to create the AQC 

Lab using an agile approach,6 responsible for carrying 

out the software product quality evaluation process. This 

laboratory performs evaluations by conducting the five 

activities proposed in ISO/IEC 25040: 

1. Establish evaluation requirements: This activity’s 

aim is to establish an agreement between the labora-

tory and client about which purpose and quality re-

quirements will be considered for the product evalu-

ated. To this end, parts of the software product that 

will be evaluated are identified, and the rigor of the 

evaluation that will be performed is clearly defined. 

    The results are an initial version of the evaluation 

plan along with a list of requirements. The pilot proj-

ect’s scope was the complete software products. 

Although some organizations had defined quality re-

quirements for their software products (such as low 

complexity or good documentation), a decision was 

made to expand them to the requirements associated 

Project resolution 
results   /   FIGURE 1
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with the laboratory model.

2. Specify the evaluation: This activity’s objective is 

to select the quality metrics that will be measured in 

the software product (that is, to create the evaluation 

module). The decision criteria that establish thresh-

olds for metrics and indicators used to assign values 

to the subcharacteristics and quality characteristics 

of the product also are defined. 

    The result of this activity is a refined version of the 

evaluation plan with metrics and defined criteria. 

In the pilot project, all the properties of the quality 

laboratory model (covered later) were selected as the 

thresholds established by the laboratory to certify the 

product.

3. Design the evaluation: This activity’s purpose is to 

plan the measurement and evaluation activities that 

must be conducted, taking into account the prespeci-

fied scope and availability of laboratory resources. 

The result of this activity is the final version of the 

evaluation plan, with details of the dates of evaluation 

activities and the specific resources involved. 

    In the pilot project, an initial assessment was 

planned for each product. This assessment lasted 

two weeks. Each organization requested a month to 

correct its software products. Finally, the laboratory 

planned a second evaluation of each product, which 

took one week.

4. Execute the evaluation: This activity’s purpose is 

to perform measurements on the software product 

and apply the decision criteria specified in the second 

activity. Thanks to the automated laboratory environ-

ment, this activity can be performed quickly and reli-

ably, and the evaluation results are stored in a secure 

repository, which can be accessed via a web applica-

tion that allows visualization and analysis. 

    The result of this activity is a set of values obtained 

for all metrics, indicators, subcharacteristics and 

quality characteristics.

5. Conclude the evaluation: This activity’s purpose is 

to analyze the results obtained in the previous activ-

ity to ensure no errors occurred during the evaluation 

and to generate the final evaluation report. This re-

port is the main output of the evaluation process and 

will be delivered to the customers to allow them to 

review it and, if necessary, express disagreement. 

Figure 4 (p. 34) shows sections of this evaluation re-

port for one of the pilot project products. During this ac-

tivity, the laboratory also performs the disposition of the 

evaluation data—that is, all records that no longer need 

to be maintained (for example, product source codes) 

are removed. This also occurs for confidentiality reasons 

because any data that the client does not wish to remain 

in the laboratory after the completed evaluation are re-

turned or eliminated.

It is also necessary to consider that the family of ISO/

IEC 25000 standards defines models and processes to as-

sess the quality of software products, but it does not es-

tablish a correlation between the metrics and thresholds 

needed to identify the specific level of quality a software 

product has. 

The laboratory, therefore, has defined not only a mod-

el and a quality process that are aligned with ISO/IEC 

25000, but it also has identified a set of measurable qual-

ity properties from the software product’s source code. 

SOFTWARE QUALITY

Software product quality model from ISO/IEC 25010   /   FIGURE 2
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Quality properties
The objective of identifying these quality properties was 

not to form the largest set of these quality properties pos-

sible, but rather to assemble a whole group that was not 

controversial, based on previous studies and research, 

and accepted by the scientific community. The main 

properties are:

• Violation of encoding rules—This property is 

based on encoding rules for each language (such as 

Java code standard) and the percentage of violations. 

A set of related rules are checked for each quality sub-

characteristic.

• Code documentation—This property refers to com-

ments in the code that are used to explain the code’s 

functionality. Well-documented code helps develop-

ers understand what it does. Comments also may in-

fluence the ability to reuse software because if you 

know the functionality of a module, you can reuse 

that module in another system.

• Cyclomatic complexity—This property is related to 

the difficulty involved in implementing, testing, under-

standing, maintaining or modifying a program. As this 

definition shows, the complexity is related to the fol-

lowing subcharacteristics: analyzability, modifiability 

and testability. In applications with high complexity, 

maintenance tasks require more effort and, therefore, 

are more costly.

• Structuring—This property refers to dividing the 

system into smaller parts. The quality of the system 

design is closely related to this property: The correct 

structure of a system at any level (for example, sub-

systems, packages and classes) facilitates develop-

ment and maintenance.

• Method size—The size of a system directly affects 

its maintainability because a larger system obviously 

requires more maintenance. It is considered more ap-

propriate to evaluate the size of the elements at a low-

er level by using, for example, methods that directly 

evaluate the overall size of the system. This is because 

a change does not usually affect the entire system, but 

rather a set of elements.

• Duplicate code—This property refers to code frag-

ments repeated in different parts of the system. Du-

plicate code makes it difficult to modify a software 

application because solving a bug or making an im-

provement to the code requires changes to all parts of 

the system where the duplicate code appears.

• Coupling—This property indicates the degree of in-

terdependence among software units (modules, func-

tions, classes and libraries, for example). Generally, 

the lower the coupling in a software application, the 

better its design is considered because low coupling 

improves maintainability (if there is no coupling, 

changes to one unit do not affect other units) and in-

creases the reusability of software units.

• Cycles—This property refers to the existence of cy-

cles of dependence among the system packages. The 

acyclic dependencies principle states there must be no 

cycles in the dependency structure of a system. The ex-

istence of cycles in a system has a negative effect on its 

maintainability because a change that is made to one 

packet affects all the packets in the cycle.7

• Cohesion—This property indicates the degree of re-

lationship between the elements in a module. A class 

has low cohesion when it performs several unrelated 

functions. The functionality provided by its methods 

thus has little in common with them. The analyzabil-

ity, modularity and, in general, maintainability are 

negatively affected because these systems are more 

difficult to understand. They provide features that are 

unnecessary and changes in requirements that affect 

several modules.

The evaluation process, the quality model and the 

properties, along with a measurement environment, 

allow a laboratory to evaluate a software product and 

calculate its quality values. The measurement environ-

ment automates the evaluations by up to 90% and has 

three different levels:

Benefits of evaluating software 
product quality   /   FIGURE 3
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1. Measuring tools—These constitute the 

first level. Their mission is to analyze the 

source code and generate files (usually 

XML) containing information about metrics 

and violations of programming rules. 

       The advantage of this level is that it can 

easily be expanded by adding new tools 

(an organization’s own or via a third party) 

that analyze new programming languages or 

compute new metrics for other quality char-

acteristics.

2. Evaluation system—This involves the in-

termediate level of the environment. Its ob-

jective is to analyze all the files generated by 

the lower level and apply criteria with which 

to evaluate the quality model. The result is 

the values for quality properties, subcharac-

teristics and characteristics.

3. Visualization environment—This repre-

sents the top level of the environment. Its 

objective is to present the information ob-

tained after the software product evaluation in an un-

derstandable manner. 

     Besides showing the values of quality properties, 

subcharacteristics and characteristics, this environ-

ment also allows you to obtain a historical report for 

multiple versions of a product, compare different prod-

ucts and even generate predefined reports.

Thanks to this framework, the laboratory has achieved 

accreditation as a laboratory for quality software prod-

uct evaluation as it relates to the ISO/IEC 25000 family 

of standards from Entidad Nacional de Acreditación, a 

member of the International Laboratory Accreditation 

Cooperation under ISO/IEC 17025.

Six steps to certify products
After organizations have evaluated and improved their 

software products, they can choose to certify these prod-

ucts. To do this, the certification entity (in this case, AE-

NOR) has developed a six-step process for product certi-

fication and has defined the communication flow, shown 

in Figure 5 (p. 36).

• Step one—If interested organizations wish to certify 

the quality of a software product, the first step is to 

contact an accredited laboratory and request an evalu-

ation report. At this point, the five evaluation activities 

will begin.

• Step two—As a result of product quality evaluation, 

the organization will obtain a quality evaluation report 

(shown in Figure 4). Based on the report’s results, the 

organization may choose to become certified (if the 

level is good) or to refactor the product to meet estab-

lished quality thresholds.

• Step three—When the organization has an evaluated 

product with an adequate level of quality, it can request 

certification from AENOR by providing its data and the 

product to be certified.

• Steps four and five—AENOR will contact the ac-

credited laboratory (step four) to check whether the 

organization really has evaluated its software product 

and the level obtained is adequate for the certification. 

In this case, the laboratory will provide AENOR with 

the evaluation report (step five) for it to review and 

continue the certification process.

• Step six—Finally, AENOR will carry out the certi-

fication audit using information from the evaluation 

laboratory and information obtained after a visit to the 

developer. As a result, AENOR creates an audit report 

with the results and presents the certificate of product 

quality when applicable (see Figure 6, p. 36).

Several assessments and refactoring cycles were 

necessary during the pilot project. Three organizations 

eventually attained quality certifications for their soft-

ware products: a document management system, a digi-

tal library for mobile platforms and supplier application 

SOFTWARE QUALITY

Example of evaluation report  
results   /   FIGURE 4



software for healthcare centers. 

The chief information officers of the organizations 

that achieved certification noted the main benefits for 

their certified software:

• The amount of code developed was reduced 40%.

• The execution and load speed of applications in-

creased.

• The corrective maintenance effort was reduced 90%.

• Product quality evaluations were incorporated into 

the software development life cycle.

This pilot project has gained widespread acceptance 

by the participating organizations—those that suc-

ceeded in certifying their products and those that did 

not—because they were able to detect the principal 

maintenance problems so they wouldn’t repeat them in 

the future. 

This pilot project also has shown that the software de-

velopment sector can address certification as it relates 

not only to the quality of the processes, but also to the 

quality of the software product by using a scheme of in-

ternational standards such as the ISO/IEC 25000 family. 

Finally, after this first pilot project, the scope of labo-

ratory evaluations is now being broadened to include 

new quality characteristics of ISO/IEC 25000, such as 

functionality, usability and performance. Furthermore, 

AENOR also will support the certification of the new 

quality characteristics, and it will work to align the soft-

ware product certification with the software process 

certification. QP
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